Objectives: This paper presents a brief review on Aadhaar card, and discusses the scope and advantages of linking Aadhaar card to various systems. Further we present various cases in which Aadhaar card may pose security threats. The observations of Supreme Court of India are also presented in this paper followed by a discussion on the loopholes in the existing system.
UP (Uttar Pradesh) election 2017, one of the opposition party's leader, Shrimati Mayawati has also raised the issue of tampering the EVM's 18 . A few cases in which the faulty EVM's favouring only the ruling BJP party have also been observed. In existing system it has also been observed that the most of polling remains 60-65% because the public have no interest in polling, and further if they are interested sometimes they may not be in the position to cast their vote. To improve the system cloud based E-Voting can be seen as a future polling system. 19 suggested the Aadhaar based model to eliminate the drawbacks of existing voting system. Authors discussed the cloud based server connected with two parts. At first part, the Voter/User is connected at the one end of the cloud server, and he/she will access the voting technology through cloud computing. However he cannot have the direct access to the voting line until and unless he/she has been authenticated. In the second part, it is concerned with Aadhaar database in which the 1 st server would be connected with the cloud server. The user that would try to gain access to vote has to be authenticated at initial stage by sending his scanned copy of iris and fingerprint to the Aadhaar database, and when the identity is authenticated the Aadhaar server will generate a e-ballot paper on which the user can fill the voting details. On the 2 nd server connected with the cloud server i.e. ECS (Election Commission Server), when the E-Ballot paper has been submitted, the paper would be encrypted with a small algorithm and it is being sent to the ECS and then it is stored in the Election Commission Database. At last, when the voting is done, the token would be generated successfully to ensure that the vote has been counted in. In future Aadhaar card can be used in India for e-voting.
Aadhaar e-KYC Services
KYC (Know Your Customer) is generally a form which verifies the identity of its clients. In KYC, a person has to fill his demographic details and to provide the documents in support of the given details.
The major drawback of KYC is that it exploits to document forgeries, requires more human effort, human interference, and less availability etc. Recently, UIDAI have launched a service "Aadhaar e-KYC (Electronic-Know Your Customer) eService" in which KYC would be automatically filled with the details of Aadhaar card. The main objective to implement this service is that it offers biometric based validation which eliminates all the extra machines required to record biometric details of a person. The I-T (Income Tax) Department is also considering to issue of PAN (Permanent Account Number) card on the basis of Aadhaar e-KYC facility 20 . In fact NSDL (National Securities Depositor Limited) and UTIITIL (UTI Infrastructure Technology and Service Limited) provide Aadhaar e-KYC Services.
Recently, the Government of India has declared that the Aadhaar card must be linked with the PAN card till 31 December, 2018 and PAN card would be mandatory for hotel bills above Rs.50,000 and jewellery bought for above Rs. 2,00,000. Also for tax payers, it is mandatory to link Aadhaar card with PAN card before July 1, 2018 else, their filings would be rejected. The article of Roy 21 gives a brief review on linking banking details with demat accounts to form a single account. Author suggest that this idea can be stretched to basically cover field of financial assets like bank details, mutual fund, insurance, provident fund, pension fund account, and demat account. These financial assets of an individual can be combined into a one single unit with the linkage to Aadhaar number. Linking Aadhaar to all financial assets in different banks will help in ease access of the banking details 21 .
Denture Identification
Denture Identification is a method of recognizing an individual who has been affected in course of a natural disaster. It includes a unique number to be placed in the mould area of mouth. Various countries have adopted this method, like in USA 21 states have been made mandatory for denture marking with their SSN (Social Security Number). In Australia, tax file numbers are used for Denture Marking and in Sweden, unique personal identification is used for denture marking. Recently in India in June 2013, a natural disaster took place in Uttarakhand in which many dead bodies swept away, and there were several dead bodies who were not been able to recognize. In such situations, Denture marking may help. 22 proposed a model to integrate the Aadhaar number with the dental labelling. Authors suggested the printing of Aadhaar number on a paper laminated with the thermoplastic sheet on both sides to place into the mould space of polish surface side with additional layer of heat polymerized clear acrylic resin. The proposed methodology has advantages such as simplicity in performance, availability of materials, and enhancement of identity management, inexpensive and naturally sluggish after being placed in the denture. However, some of the drawbacks of the proposed method are that the acrylic resin does not survive temperatures beyond 300 degrees Celsius, and information cannot be retrieved if the denture fractures take place in the area of denture labelling. Authors have further suggested that in such incidences, mandible lingual flange is a safe location relatively.
E-health Care
In India healthcare is the primary responsibility as it have less infrastructure and lack of doctors in rural areas. According to the statistics, 75% of doctor's work in urban sectors, 23% works in semi urban sector and only 2% work in rural sector 23 . To provide the services to both urban and rural areas, E-health care was introduced in India using Internet Technology to eliminate the possible threats due to insiders. For an instance, insiders who make guilty mistakes and cause disclosure of confidential information of the person, who knowingly access information for profit, who gains access to information for revenge against outsiders or employees. Apollo Healthcare, ISRO, and CSIR provide E-healthcare services in India. To overcome the possible threats due to insiders, 24 proposed the authentication and authorization model of E-health care using Aadhaar card. The suggested model contains two phases. The first phase is authorization in which the user is identified for role based authorization like patient, specialist, nurse etc., and based on the role privileges are granted. For an instance if a patient is suffering from heart disease, then his personal details can only be accessed by the specialist. The second phase is authentication in which the user identity is verified of a role in e-health care service using Aadhaar card. In the suggested
Aadhaar based E-health system, a user has to first register with the e-health service system through administrative agent who will check the role of the user. If the role is authorized i.e. if the role is either GP or Patient or nurse or specialist, then only original authorization reference will be generated (user cannot access e-healthcare system). After this, the user will get the temporary authorization reference number where the user is asked to provide the Aadhaar number. The user is authenticated online at CIDR (Centre Identification Repository) maintained at UIDAI. If the authentication is successful formal authorization reference will be generated. If it is normal the user is verified for the different privileges (reading/writing) into the e-health service System. If the status of the user is satisfied according to the authorization policy, then he will have the permission to access the relevant record. Moreover if the status of the user is not normal like in emergency, multiple authentication and authorization would be compulsory. The general physician is required to authenticate through Emergency Identification number provided from the office of Chief Medical Officer. If the privilege is authorized, permission is given for accessing the e-healthcare system.
Municipal Corporations
In India Municipal Corporations are local government bodies that work towards the development of cities having more than 10 lakh citizens. They are responsible for managing community services like public healthcare, sewage, electricity, road etc. Though, the delivering of the services by the municipal corporation is bad. Complaints registered in Municipal Corporation sometimes have zero response and public health is put in danger as lack of functionality. 25 proposed a model for effective solution towards complaints registered in Municipal Corporation using Aadhaar card. In the proposed model, Aadhaar card is used for the authentication purpose as before the registering a complaint, one must register himself on the municipal corporation using Aadhaar number. Once entered, they will get a message from the website which will have login credentials. Once user logs in, then he/she have to select a department in which he/she want to register a complaint. After that, problems from the given list can be selected or if problem is not in the list, then the message can be dropped. After successful complaint registration, complaint is saved in the municipal database with date, time and user details with the help of Aadhaar card. On the other hand, in Municipal Corporation, each department has an in charge that is being provided with a login credentials provided by the municipal corporation. When the in charge logins, he is able to see the complaints registered under his department and then the work is allotted according to priorities. Also, they are responsible to check that work is done by the people under them. To avoid the misuse of the system, a black mark is given to each bogus request generated by the user. Limit of black mark is 3 and if it exceeds, then the user is not viable to make a request again. Priority is given on the basis of date, time and number of people who registered the same type of complaint. Users can also check the status of their complaint. In fact there are four stages of the status, when you register a complaint; the status is pending which is first and foremost. After pending, it will move to the status progress which states that the work on complaint has started. If the status is either in progress or in pending after exceeding the default time allocated, then the status shifts to 'Forwarded to Higher Officials' where higher official takes care of it. If the problem still is unresolved after 24 hours, then the status changes to 'Forwarded to Press' which cannot be reverted back to completed status. Once the work is complete, then the status changes to 'Completed'. When multiple people register complaint for same problem, then employees must ensure that at least one amongst them status changes to completed. The idea to propose this model was to establish a direct communication link between municipal body and the citizen. It may help in bringing transparency in the system and efficiency towards the municipality.
PDS (Public Distribution System)
PDS (Public Distribution System) was implemented in India in 1965 for the poor people who can have the food delivered at a low cost or free of cost. In fact the government bought the food grains from the farmer at a procurement price and sell the food grains through the PDS. In 1997, the universal PDS system (where each and every one was eligible, even rich people can opt for PDS for low cost food grains) was abolished, and the entire country was divided into two parts, APL (Above Poverty Line) and BPL (Below Poverty Line). Now, only BPL citizens are only allowed to have an access to the PDS at low or free of cost 26 . Recently the government has linked Aadhaar card with the PDS system to overcome the frauds. The major reason to implement Aadhaar based PDS system is that there were increase in the number of 'Rice Mafia', people who just use the rice from the government using fake ID's and sell it outside to someone else for profit 27 . It is to be noticed that in previous PDS, each citizen with ration card were allotted with specific FPS (Fair Price Shop) or ration shops. However linking of Aadhaar card provides the access of any nearby FSP's or Ration Shops.
Aadhaar Pay
In India demonetization took place on 8 November, 2016 but it didn't suit the daily lifestyle of the people.
Many people had to queue up to exchange money and withdraw the new currency from the bank and ATM. Therefore, this made cashless transaction come into existence in India. There were various merchants who started accepting 'Paytm'. Aadhaar card cashless transaction also started in which the user has to simply enter their Aadhaar card number and the amount would be debited from their account automatically. In fact, IDFC Bank Ltd becomes the first Indian Bank to launch Aadhaar Pay 28 . IDFC bank launches its first biometric enabled transaction method in which the person can pay the merchants using his/her fingerprint. The idea was implemented for the people who don't have smart phone or if owning one, but without banking features. IDFC bank distributes a biometric enabled device to the merchants to connect it to smart phone for transaction purposes. Biometric enabled transaction or Aadhaar pay would soon be launched by four more banks that are Syndicate Bank, Punjab National Bank, Bank of Baroda and Inducing Bank. Also, IDFC bank has some concessions for the merchants who are willing to take part in this mission as 0.25 percent of every transaction is credited to the merchants account as a promotional offer.
Digilocker
In India, it is very much difficult to maintain the papered documents and achieving it from the government offices. The major drawbacks of the papered system are lack of transparency, high cost, One of the main advantages of Dig locker is automatically verified document by the specific Government
Agencies. The Government is also planning to extend its storage space up to 1GB. 
MGNREGA
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Pardhan Mantri Jan Dhan Yojna
PMJDY (Pradhan Mantri Jan Dhan Yojana) is a National Mission for financial inclusion in which it allows a citizen to open a savings account with no minimum balance i.e. zero balance account.
Aadhaar Mandatory to Fly on a Plane
According to the report by Times of India 33 , the government has asked an IT company, Wipro to make a blueprint for Aadhaar based biometric access to flyers on all airports in India. The Ministry of Civil Aviation is thinking of linking Aadhaar with all flyers booking tickets. The idea is that when a passenger is booking tickets, he/she must provide his/her Aadhaar number. Once a passenger reaches the airport, at every touch point he has to place his thumb. Similar process can be iterated at the time of check-in.
However, the major drawback is for the tourist who doesn't hold an Aadhaar card.
Maps of India
Recently, Government of India had launched an official website from which public can download maps of India, but Aadhaar is made mandatory. Basically, SGI (Survey General of India) completed its 250 years, so they introduced a web portal from which public can download 3000 maps prepared by SGI but public is limited to 3 maps per day. Though, they have 5000 maps from which 3000 are made available, 1700 are to introduced soon and rest are awaiting clearance. The main reason to implement Aadhaar linkage was to avail it only to the Indian citizens 34 .
Case Studies
In the previous section we discussed the advantages of linking Aadhar card to various systems, but at the same time Aadhaar project have also raised many questions. The objective of this section is to discuss the issues related to data privacy and information loss, implementation loopholes, and the issues due to lack of awareness. Next we discuss issues of data privacy and information loss.
Data Privacy and Information Loss
Data is an asset of an organization, and Privacy is some sort of assurance that an individual requires from an organization. Therefore Data privacy together refers to the ability of an organization that determines which data has to be shared with third party. As the Aadhaar card contains both the demographic and biometric data, so it becomes a risk for an individual as well as to the government if the data are insecure.
It is to be noticed that Clause 30 of IT Act 2000 states that biometric or demographic data are recognized as an 'electronic and sensitive data of an individual', and if someone tries to steal it, there is a Clause 34-'Offences and Penalties' 35 .
Though there are strict laws but still whether the data in Aadhaar database are secure or not has always been a question. According to The Times of India 36 , Maharashtra accepted that their 3 lakhs of Aadhaar data got lost with PAN. The incident happened when the IT Department were uploading the biometric information and PAN data to the UIDAI centralized server that is in Bengaluru (then Bangalore) from
Mumbai, due to the crash of hard disk. In fact the data were being uploaded and encrypted using strong algorithm, and when the Headquarters were downloading the data, they couldn't decrypt it. Therefore many applicants, who complained about this, were asked to re-register for it. Later the State (Mumbai) IT department stated that the data belonged to people of Mumbai, and the lost data are being fully secured which can only be opened if you have 'keys and multi clues'. The State ensures that the data are safe but such type of issues has already raised serious concern. In a recent case, Sakshi Dhoni, wife of Indian Later the UIDAI took the strong step and blacklisted the CSC e-Governance Services India Ltd for next 10 years. In spite of all these rule and regulations sharing the information from a partner company raise the issue that whether any privacy is left and does this ensure that whether Aadhaar data is in the right hands or not. According to the sources of Indian Express 38 , recently first time the NDA Government has admitted that the Aadhaar data had been leaked to the public domain. However the government had been ignoring the fact that Aadhaar is a sensitive data and assuring us by saying that Aadhaar is fully secured and it can't be breached easily. As the Aadhaar project has the largest database management the information loss or security breach to Aadhaar database can be a serious threat for India.
Again in a shocking incident, the information consisting names, addresses, Aadhaar numbers and bank accounts of more than a million beneficiaries of Jharkhand's old age pension scheme, have been compromised by a programming error on a website maintained by the Jharkhand Directorate of Social In a similar case in Kerala, Aadhaar data of over 35 lakhs of pensioner has been leaked from the Kerala state pension department. All those 35 lakhs of pensioners had linked their Aadhaar number and bank account as required by the "direct benefit transfer" scheme. The service pension website had put up their names, addresses, phone numbers, bank account numbers, Aadhaar numbers and photographs for anyone to download in stark violation of the Aadhaar Act. Furthermore the site also had the pension id used to draw information, and the data has been pulled from the website only after the news created a stir 40 .
In Chandigarh, food and supplies and consumer affairs department shared the UID numbers of number of people on their website. It was said that even ration cards of the person, Date of Birth, spouse name details were displayed on their public domain. In fact Ministry of Water and Sanitation, which is considered as one arm of Swatch Bharat Mission too publicized the Aadhaar details of the citizens with details like Voter ID number, ration card number and their caste status 41 . However due to various cases of data leaks from government domains, the central government has recently circulated a set of 27 do's and 9 don'ts on data handling and instructions to encrypt sensitive data with a legal consequences.
Further each department has been asked to review their public domain to check if there is any personal data on display, and to allot an official who must be responsible for Aadhaar data protection 42 .
Implementation Loopholes
Government of India has been linking each and every welfare services and benefits to Aadhaar card. But linking is not sufficient, and from the day Aadhaar project has started it had been in the news for several implementation loopholes. There are various cases occurred in which the Aadhaar implementations had faced problems. The objective of this section is to discuss such cases.
According to The Times of India 43 The Authority Chief Executive responded it in Twitter by tweeting "The video is fake and asked Kochhar to stop spreading rumours". The DCP (Deputy Commissioner of Police) confirmed that "UIDAI has filed a police complaint against Kochhar regarding putting a fake video on an article in Google. Therefore, the a senior police official confirmed that the case filed by UIDAI was under section 37 of Aadhaar Act which states that, "Whoever, intentionally discloses, transmits, copies or otherwise disseminates any identity information collected in the course of enrolment or authentication to any person not authorised under this Act or regulations made there under or in any agreement or arrangement entered into pursuant to the provisions of this Act, shall be punishable with imprisonment for a term which may extend to three years or with a fine which may extend to ten thousand rupees or, in the case of a company, with a fine which may extend to one lakh rupees, or with both (Aadhaar Act 2016)".
Lack of Awareness
There are many cases where the security threats are due to the lack of awareness in the people. The objective of this section is to discuss such cases. Recently it has been observed by the UIDAI that there are various e-commerce websites who are charging to print Aadhaar data on a plastic card 48 . In fact some entities were charging Rs.50 to Rs.200 and making fool of the customers stating that Aadhaar printed on the plastic card are said to be 'Smart Card'. However, UIDAI has stated that "There is no such concept called Smart Card, and Aadhaar data printed on a normal sheet of paper is enough as a proof." It cautioned the Government as the websites may not be only interested in this scheme but the sensitive data in the hands of the e-commerce website can be misused. Therefore UIDAI warned several e-commerce websites like E-Bay, Flipkart, Amazon etc. that printing Aadhaar card on the plastic card and charging for it is a punishable offence, and the e-commerce firms are liable to pay for it and may lead to imprisonment It is also to be noticed that UIDAI has not authorised any of these firms to extend any Aadhaar related services. Therefore UIDAI asked the Google play store to shut down all those application. Further a warning was also given to use the Aadhaar logo in any of the application, which is again illegal according to the Aadhaar Act and Copyright Act.
for more than 182 days or more than that is applicable to enrol for Aadhaar". For applying passport, Aadhaar can be used as a valid document for proof of concept and on the other hand, passport becomes a proof of citizenship which has lead to various immigrants from Nepal, Bangladesh, Bhutan etc. to get valid documents for Indian Citizenship. shall be punishable with imprisonment for a term which may extend to three years or with a fine which may extend to ten thousand rupees or, in the case of a company, with a fine which may extend to one lakh rupees or with both".
As the major concern is the security and privacy of the data, UIDAI soon going to adopt a new encryption standard on the Aadhaar biometric devices from June 1, 2017. The new encryption standard would be added as a third layer of security. First layer is the encryption from merchants/agency side and second layer is from UIDAI itself. Third layer which is being added is implemented in the biometric device itself.
UIDAI officials have informed the vendors and merchants to let their device go through the STQ (Standardization Testing and Quality) certification. Therefore, UIDAI ensured that only registered devices are allowed to make Aadhaar transaction. The objective is to tighten the security as devices are set to take biometric-based digital payments. Although the UIDAI going to take good initiatives but still there are some questions over the accuracy of biometrics, as thumb impression and iris of citizens may get changed or damaged who are involved in casual labour, and the chance of a false positive in India is 0.057%. A large portion of Indian population is involved in casual labour so it may result lakhs of false results. In fact some reports from Rajasthan and other states of India have already been received that biometrics scans are not showing a match. Therefore the usage of biometric may also lead to major security threats. However the government of India has already spent a lot of money on the Aadhaar project, and the findings of the paper entitled 'A cost-benefit analysis of Aadhaar' published by The National Institute of public finance suggest that the benefits of the Aadhaar project will surpass the costs.
